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BACKGROUND 

[0001] This application claims the benefit and priority of the following (all of which 
p are incorporated herein by reference in their entirety): United States Provisional Patent 
S Application No. 60/329,503, filed October 17, 2001, entitled "Coordinated Subscriber 
5 W Access Handling For Shared Network Support"; and, United States Provisional Patent 
|j Application No. 60/330,708, filed October 29, 2001, entitled "Coordinated Subscriber 
h Access Handling For Shared Network Support". This application is related to the following 
f;'i (all of which are incorporated herein by reference in their entirety): United States 
fjj Provisional Patent Application No. 60/268,065, filed February 13, 2001, entitled "Handover 
10 |Ii In A Shared Radio Access Network Environment Using Subscriber Dependent Neighbor 
H Cell Lists"; United States Provisional Patent Application No. 60/301,442, filed June 29, 

nil 

2001, entitled "Partial Support of Mobility Between Radio Access Networks"; United States 
Patent Application No. 09/932,447, filed August 20, 2001, entitled "Transmission of 
Filtering/Filtered Information Over the Iur Interface"; United States Patent Application No. 

15 (attorney docket: 2380-599), filed February 13, 2001, entitled "Handover In A 

Shared Radio Access Network Environment Using Subscriber Dependent Neighbor Cell 

Lists"; and, United States Patent Application No. (attorney docket: 2380-601), 

filed February 13, 2002, entitled "Partial Support of Mobility Between Radio Access 
Networks". 

2 0 1 . FIELD OF THE INVENTION 



[0001] This invention pertains to telecommunications, and particularly to the structure and 
operation of shared telecommunication networks. 



2. RELATED ART AND OTHER CONSIDERATIONS 



[0002] In a typical cellular radio system, mobile user equipment units (UEs) communicate 
via a radio access network (RAN) to one or more core networks. The user equipment units 
(UEs) can be mobile stations such as mobile telephones ("cellular" telephones) and laptops 
5 with mobile termination, and thus can be, for example, portable, pocket, hand-held, 

computer-included, or car-mounted mobile devices which communicate voice and/or data 
with radio access network. 

[0003] The radio access network (RAN) covers a geographical area which is divided into 

^ cell areas, with each cell area being served by a base station. A cell is a geographical area 

P 

lCflli where radio coverage is provided by the radio base station equipment at a base station site. 

If Each cell is identified by a unique identity, which is broadcast in the cell. The base stations 

P communicate over the air interface (e.g., radio frequencies) with the user equipment units 
(UE) within range of the base stations. In the radio access network, several base stations are 

S3 typically connected (e.g., by landlines or microwave) to a radio network controller (RNC). 

154 The radio network controller, also sometimes termed a base station controller (BSC), 

E|CI supervises and coordinates various activities of the plural base stations connected thereto. 

|i The radio network controllers are typically connected to one or more core networks. 

[0004] One example of a radio access network is the Universal Mobile 
Telecommunications (UMTS) Terrestrial Radio Access Network (UTRAN). The UMTS is 
2 0 a third generation system which in some respects builds upon the radio access technology 
known as Global System for Mobile communications (GSM) developed in Europe. 
UTRAN is essentially a radio access network providing wideband code division multiple 
access (WCDMA) to user equipment units (UEs). The Third Generation Partnership Project 
(3GPP) has undertaken to evolve further the UTRAN and GSM-based radio access network 

2 5 technologies. 

[0005] As those skilled in the art appreciate, in W-CDMA technology a common 
frequency band allows simultaneous communication between a user equipment unit (UE) 
and plural base stations. Signals occupying the common frequency band are discriminated 
at the receiving station through spread spectrum CDMA waveform properties based on the 

3 0 use of a high speed, pseudo-noise (PN) code. These high speed PN codes are used to 

modulate signals transmitted from the base stations and the user equipment units (UEs). 
Transmitter stations using different PN codes (or a PN code offset in time) produce signals 
that can be separately demodulated at a receiving station. The high speed PN modulation 



also allows the receiving station to advantageously generate a received signal from a single 
transmitting station by combining several distinct propagation paths of the transmitted 
signal. In CDMA, therefore, a user equipment unit (UE) need not switch frequency when 
handoff of a connection is made from one cell to another. As a result, a destination cell can 
5 support a connection to a user equipment unit (UE) at the same time the origination cell 
continues to service the connection. Since the user equipment unit (UE) is always 
communicating through at least one cell during handover, there is no disruption to the call. 
Hence, the term "soft handover." In contrast to hard handover, soft handover is a "make- 
before-break" switching operation. 

t . 

kit a 

10D [0006] The Universal Mobile Telecommunications (UMTS) Terrestrial Radio Access 

hi Network (UTRAN) accommodates both circuit switched and packet switched connections. 

Rj In this regard, in UTRAN the circuit switched connections involve a radio network 

r j controller (RNC) communicating with a mobile switching center (MSC), which in turn is 

^ connected to a connection-oriented, external core network, which may be (for example) the 

1 5p Public Switched Telephone Network (PSTN) and/or the Integrated Services Digital 

2! Network (ISDN). On the other hand, in UTRAN the packet switched connections involve 

it J 

m the radio network controller communicating with a Serving GPRS Support Node (SGSN) 
St which in turn is connected through a backbone network and a Gateway GPRS support node 
(GGSN) to packet-switched networks (e.g., the Internet, X.25 external networks). MSCs 
2 0 and GSNs are in contact with a Home Location Register (HRL), which is a database of 
subscriber information. 

[0007] There are several interfaces of interest in the UTRAN. The interface between the 
radio network controllers (RNCs) and the core network(s) is termed the "Iu" interface. The 
interface between a radio network controller (RNC) and its base stations (BSs) is termed the 

2 5 "Iub" interface. The interface between the user equipment unit (UE) and the base stations is 

known as the "air interface" or the "radio interface" or "Uu interface". In some instances, a 
connection involves both a Serving or Source RNC (SRNC) and a target or drift RNC 
(DRNC), with the SRNC controlling the connection but with one or more diversity legs of 
the connection being handling by the DRNC. An Inter-RNC transport link can be utilized 

3 0 for the transport of control and data signals between Source RNC and a Drift or Target 

RNC, and can be either a direct link or a logical link as described, for example, in 
International Application Number PCT/US94/12419 (International Publication Number WO 
95/15665). An interface between radio network controllers (e.g., between a Serving RNC 
[SRNC] and a Drift RNC [DRNC]) is termed the "Iur" interface. 



[0008] The radio network controller (RNC) controls the UTRAN. In fulfilling its control 
role, the RNC manages resources of the UTRAN. Such resources managed by the RNC 
include (among others) the downlink (DL) power transmitted by the base stations; the 
uplink (UL) interference perceived by the base stations; and the hardware situated at the 
5 base stations. 



[0009] Those skilled in the art appreciate that, with respect to a certain RAN-UE 
connection, an RNC can either have the role of a serving RNC (SRNC) or the role of a drift 
RNC (DRNC). If an RNC is a serving RNC (SRNC), the RNC is in charge of the 
connection with the user equipment unit (UE), e.g., it has full control of the connection 
10 ^ within the radio access network (RAN). A serving RNC (SRNC) is connected to the core 
h network. On the other hand, if an RNC is a drift RNC (DRNC), its supports the serving 
®) RNC (SRNC) by supplying radio resources (within the cells controlled by the drift RNC 
p (DRNC)) needed for a connection with the user equipment unit (UE). A system which 
p, includes the drift radio network controller (DRNC) and the base stations controlled over the 
15b Iub Interface by the drift radio network controller (DRNC) is herein referenced as a DRNC 
EJ subsystem or DRNS. An RNC is said to be the Controlling RNC (CRNC) for the base 
stations connected to it by an Iub interface. This CRNC role is not UE specific. The CRNC 
is, among other things, responsible for handling radio resource management for the cells in 
I the base stations connected to it by the Iub interface. 

2 0 [0010] The UTRAN interfaces (Iu, Iur and Iub) have two planes, namely, a control plane 
(CP) and a user plane (UP). In order to control the UTRAN, the radio network application 
in the different nodes communicate by using the control plane protocols. The RANAP is a 
control plane protocol for the Iu interface; the RNSAP is a control plane protocol for the Iur 
interface; and NBAP is a control plane protocol for the Iub interface. The control plane 

2 5 protocols are transported over reliable signaling bearers. The transport of data 

received/transmitted on the radio interface occurs in the user plane (UP). In the user plane, 
the data is transported over unreliable transport bearers. The serving radio network 
controller (SRNC) is responsible for establishing the necessary transport bearers between 
the serving radio network controller (SRNC) and the drift radio network controller (DRNC). 



Pi 



3 0 [001 1] It has recently been contemplated that two or more operators can share network 

infrastructure, e.g., share a UTRAN in a particular geographical area. In the shared network 
all of the UTRAN resources are shared, e.g. RNCs, node-Bs, cells, etc, and can be used 
equally by subscribers of both sharing operators. Using shared networks, operators can 
reduce the cost of network build-out. But shared networks also engender many scenarios 



presenting technical challenges, including scenarios where subscribers require different 
access rights when moving between shared networks and non-shared networks, or moving 
within shared networks. 

[0012] Various techniques for handling access rights have been proposed generally, some 
of which have been suggested for third generation WCDMA networks (some having been 
set forth in specifications of the Third Generation Partnership Project (3GPP)). Four broad 
categories of such proposals, briefly discussed below, are: (1) equivalent PLMNs; (2) 
forbidden access areas; (3) subscriber groups (to support selective handover); and (4) 
roaming restriction groups (to allow roaming restrictions). 

[0013] The equivalent PLMN proposal essentially involves a user equipment unit (UE) 
treating various PLMNs as equivalent for the purposes of handover and cell reselection. 
Equivalent PLMNs are described, e.g., in 3GPP TS 25.304. 

[0014] Forbidden location areas are those location areas which are forbidden for a user 
equipment unit (UE) to access. Forbidden location areas are described, e.g., in 3GPP TS 
25.304 and 3 GPP TS 24.008. 

4 

[0015] The subscriber group proposals involves subscriber groups which, along with their 
compositions, are typically pre-agreed among operators, so that (for example) each operator 
knows which subscriber can be included in a particular subscriber group. For example, a 
first subscriber group (SG) could comprise all subscribers of a first operator, and all 
subscribers that have roaming agreements with that operator. Operators, and thus a 
subscriber group can be defined or expressed, for example, as one or more IMSI-PLMNs. 

[0016] As used herein, the term "IMSI-PLMN" means the PLMN which has been 
extracted from the IMSI of a user equipment unit (it being kept in mind that the IMSI of 
many user equipment units will have the same IMSI-PLMN). The international mobile 
subscriber identity (IMSI) is stored in the RNC for each connected mode user equipment 
unit. The international mobile subscriber identity (IMSI) is received in the RNC from the 
core network (CN) in a RANAP COMMON ID message when a radio resource control 
(RRC) connection is setup. The international mobile subscriber identity (IMSI) [which 
comprises not more than fifteen digits] comprises three components: a mobile country code 
(MCC)[three digits]; a mobile network code (MNC)[two or three digits]; and a mobile 
subscriber identification number (MSIN). The home-public land mobile network (HPLMN) 
id [HPLMNid] of the user equipment unit can be extracted from the international mobile 



subscriber identity (IMSI). In this regard, the HPLMNid of the user equipment unit is the 
mobile country code (MCC) + the mobile network code (MNC). 



[0017] Heretofore subscriber groups have been proposed to support selective handover. 
Selective handover is a technique which involves filtering out the cells that are not 
5 possible/permitted (or not preferred) for handover for a given user equipment unit, and only 
sending the list of allowed neighbor cells to the user equipment unit, so that the user 
equipment unit can measure on those cells, and send the results to the RNC. The RNC will 
then choose a cell to which to handover to based on the measured results. Selective 
handover is described, e.g., in United States Patent Application No. 09/932,447, filed 
lojp; August 20, 2001, entitled 'Transmission of Filtering/Filtered Information Over the Iur 
p Interface", which is incorporated herein by reference in its entirety. 
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[0018] Roaming restriction groups have been employed in GSM, but are not currently 
passed over any interface, nor are they described in any technical specification. 

[0019] Various problems arise in implementing these proposals. One such problem is lack 
1 5p of uniformity or alignment of solutions for UEs in the IDLE mode on the one hand, and 
UEs in the CONNECTED MODE on the other hand. Within Connected Mode there are 
four different states: CELL_DCH state; CELLJFACH state; CELL_PCH state; and 
URA_PCH state. As described, e.g., in United States Provisional Patent Application No. 
60/317,970, filed September 10, 2001, entitled "RECOVERY OF MOBILE STATION(S) 
2 0 IN CONNECTED MODE UPON RNC FAILURE" (which is incorporated herein by 
reference in its entirety), each state reflects a different level of activity. 

[0020] An illustrative example of such misalignment occurs in the context of a proposal 
involving forbidden location areas. Such proposal requires that an IDLE mode user 
equipment unit (UE) perform a location update in a given area to find out whether the user 

2 5 equipment unit (UE) is allowed access in that area or not. Performing a location update for 

an IDLE mode user equipment unit (UE) requires that a radio resource control (RRC) 
connection be set up in the UTRAN, and signaling performed from the user equipment unit 
(UE) towards the core network (CN). If the user equipment unit (UE) is not allowed in the 
area, the user equipment unit (UE) is so informed by the core network in a location area 

3 0 update reject message. When the location area update reject message is received, the user 

equipment unit (UE) updates a location area forbidden list which the user equipment unit 
(UE) maintains, and the RRC connection to the UTRAN is released. 



[0021] The actions taken when a CONNECTED mode user equipment unit (UE) [in the 
CELL.FACH state; the CELL_PCH state; and the URA_PCH state] without an updated 
location area forbidden list enters a forbidden area for that user equipment unit (UE) differ 
from the above-described actions for an IDLE mode user equipment unit (UE). The 
CONNECTED mode user equipment unit (UE) must perform either a cell update or a URA 
update in the forbidden cell, and be rejected in the UTRAN (based on a subscriber group 
check performed in the UTRAN, or some equivalent check based on the user equipment 
units IMSI-PLMN performed in UTRAN), after which the user equipment unit (UE) goes 
into IDLE mode. In the IDLE mode the user equipment unit (UE) performs a location area 
update in the location area towards the core network. Upon receipt of a location area update 
reject message, the user equipment unit (UE) updates its location area forbidden list and 
tries to register in a new location area. 

[0022] Proposals such as the foregoing dealing with access rights in shared networks thus 
involve considerable signaling for the mere purpose of informing a user equipment unit 
(UE) that it is not allowed to operate in a particular area. Moreover, various of these 
proposals can also lead to a CONNECTED mode user equipment unit (UE) having its RRC 
connection released unnecessarily. 

[0023] What is needed, therefore, and an object of the present invention, is a technique to 
determine access rights for a user equipment unit (UE) in a shared network context with 
minimal signaling overhead. 

BRIEF SUMMARY 

[0024] To facilitate, e.g., determination of access rights in a shared network context; a 
telecommunications network transmits, in a broadcast channel over an air interface, an 
access group eligibility message to a user equipment unit. The access group eligibility 
message enables the user equipment unit to ascertain, on a basis of access group to which 
the user equipment unit belongs, whether the user equipment unit is eligible to operate in a 
cell for which the access group eligibility message is transmitted. The access group 
eligibility message can be generated by a radio access network node. 

[0025] The telecommunications network also includes a core network node which, upon 
receipt of request for/from the user equipment unit, classifies the user equipment unit in at 
least one of plural access groups. Further, the core network node generates, for 
transmission to the user equipment unit through the radio access network, an access group 



classification message which advises the user equipment unit as to which of the plural 
access groups the user equipment unit belongs. Upon receipt of the access group 
classification message, the user equipment unit stores an access group classification 
obtained from the access group classification message in a memory at the user equipment 
5 unit. In illustrated embodiments, the access group classification message can, as 

appropriate, be one of a location update response and a location update reject message, 
either of which can include the access group classification. 

[0026] In accordance with one aspect of the present invention, the user equipment unit 
(upon receiving the access group eligibility message) compares the stored access group 

10 ^ classification with contents of the access group eligibility message to determine whether the 
p user equipment unit is allowed access to the cell for which the access group eligibility 
|! message is transmitted. This determination thus allows the user equipment unit to make a 
P decision whether or not it has access rights in a particular cell, and thereby addresses access 
p rights in complex network configurations such as a shared network situation. Further, the 

1 5 * present invention provides an access rights determination scheme generally applicable to a 
fjji user equipment unit regardless of whether it is in the IDLE mode or in one of the following 
P states of the CONNECTED mode: CELL _FACH state; CELL_PCH state; and URA_PCH 

m 

fi state. 

FHJ 

[0027] Upon entering a new cell which involves a transition to a new location area, the 
2 0 user equipment unit checks the access group eligibility message transmitted for the new cell 
in order to compare the stored access group classification with contents of the access group 
eligibility message to determine whether the user equipment unit is allowed access to the 
new cell. By contrast, upon entering a new cell which does not involve a transition to a new 
location area, the user equipment unit need not check the access group eligibility message to 

2 5 determine whether the user equipment unit is allowed access to the new cell. 

[0028] Both the access group classification message and the access group eligibility 
message can take various forms. For example, in one implementation, the access group can 
be a subscriber group. In such implementation, the access group classification message 
becomes a subscriber group classification message which advises into which subscriber 

3 0 group the user equipment unit is classified. Concomitantly, the access group eligibility 

message becomes a subscriber group eligibility message which indicates what subscriber 
groups are eligible to operate in the cell for which the subscriber group eligibility message 
is transmitted. In another example implementation, the access group can be a restriction 
group. In such implementation, the access group classification message becomes a 



restriction group classification message which advises into which restriction group(s) the 
user equipment unit is classified. Concomitantly, the access group eligibility message 
becomes a restriction group ineligibility message which indicates what restriction groups 
are not eligible to operate in the cell for which the restriction group eligibility message is 
5 transmitted. 



ST ' 



[0029] In one example format, the access group eligibility message includes a bitmap 
which indicates eligibility for plural access groups (e.g., which subscriber groups or 
restriction groups are permitted/refused in the cell). In one example generic implementation 
of the invention the access group eligibility message includes a first bitmap which indicates 
10H eligibility for the plural access groups; while the access group classification message 
f\ includes a second bitmap which advises the user equipment unit as to which of the plural 

access groups the user equipment unit belongs. The user equipment unit performs a logical 
P operation with respect to the first bitmap and the second bitmap to determine whether the 
p[ user equipment unit is allowed access to the cell for which the access group eligibility 
15 i message is transmitted. In first example specific implementation the first bitmap indicates 
Flit which of plural subscriber groups are eligible and the second bitmap indicates to which 
p one(s) of plural subscriber groups the user equipment unit belongs. In a second example 
PI specific implementation the first bitmap indicates which of plural restriction groups are 
W ineligible and the second bitmap indicates to which one(s) of plural restriction groups the 
2 0 user equipment unit belongs. In both example specific implementations, the user equipment 
unit performs a logical AND operation between corresponding bit positions of the first 
bitmap and the second bitmap. 

[0030] In one of its aspects, the present invention also accommodates changes of access 
group classification by a core network. To this end, the access group classification message 

2 5 includes the access group classification and (optionally) a version field associated with the 

access group classification. If the core network changes the access group classification, in a 
subsequent core network message the core network can advise the user equipment unit 
regarding a revised access group classification and a version field associated with the access 
group classification carried by the subsequent core network message. By comparing the 

3 0 contents of the version field associated with the access group classification and the version 

field associated with the access group classification carried by the subsequent core network 
message, the user equipment unit can determine whether the user equipment unit should 
update its stored access group classification. 



[0031] In another of its aspects, the present invention accommodates movement of a user 
equipment unit into a cell of another core network which has a different access group 
classification than the core node (the "previous core network") which provided the user 
equipment unit with the user equipment unit's currently stored access group classification. 
5 Here again the access group classification message includes both the access group 

classification and (optionally) a version field associated with the access group classification. 
Upon entering a new cell associated with a second core network, the user equipment unit 
receives an access group eligibility message transmitted for the new cell. The access group 
eligibility message transmitted for the new cell includes a version field associated with the 
10 contents of the access group eligibility message transmitted for the new cell. The user 
j£ equipment unit determines, by comparing contents of the version field associated with the 
p access group classification and the version field associated with the access group eligibility 
pjj message transmitted for the new cell, whether the user equipment unit should update its 
P stored access group classification for consistency with the second core network. 

1 5 * . BRIEF DESCRIPTION OF THE DRAWINGS 

F ' 

fill 

P [0032] The foregoing and other objects, features, and advantages of the invention will be 

U* 

H apparent from the following more particular description of preferred embodiments as 
W illustrated in the accompanying drawings in which reference characters refer to the same 
parts throughout the various views. The drawings are not necessarily to scale, emphasis 
2 0 instead being placed upon illustrating the principles of the invention. 

[0001] Fig. 1 is diagrammatic view of example mobile communications system in which the 
present invention may be advantageously employed. 

[0033] Fig. 2 is a simplified function block diagram of a portion of a UMTS Terrestrial 
Radio Access Network, including a user equipment unit (UE) station; a radio network 

2 5 controller; and a base station. 

[0034] Fig. 3 A is a diagrammatic view showing certain basic example actions performed 
in connection with generation of a generic access group classification message in 
accordance with an example embodiment of the invention. 

[0035] Fig. 3B is a diagrammatic view showing certain basic example actions performed 

3 0 in connection with generation of a generic access group eligibility message in accordance 

with an example embodiment of the invention. 



[0036] Fig. 4 is a flowchart showing certain basic example steps performed by an access 
controller of a user equipment unit in analyzing access rights in accordance with one 
example mode of the present invention. 

[0037] Fig. 5A is a diagrammatic view showing certain basic example actions performed 
5 in connection with generation of a subscriber access group classification message in 
accordance with an example embodiment of the invention. 

[0038] Fig. 5B is a diagrammatic view showing certain basic example actions performed 
in connection with generation of a subscriber access group eligibility message in accordance 
h* with an example embodiment of the invention. 

H 

u 

10 P [0039] Fig. 6A is a diagrammatic view showing certain basic example actions performed 

^ * * 

rill 

p in connection with generation of a restriction access group classification message in 
P accordance with an example embodiment of the invention. 

jilts 

P [0040] Fig. 6B is a diagrammatic view showing certain basic example actions performed 
P in connection with generation of a restriction access group eligibility message in accordance 
15 with an example embodiment of the invention. 

HI 

[0041] Fig. 7 A is a diagrammatic view of fields of a subscriber group classification 
message and a subscriber group eligibility message are formatted as bitmaps. 

[0042] Fig. 7B is a diagrammatic view of fields of a restriction group classification 
message and a restriction group ineligibility message are formatted as bitmaps, and showing 
2 0 a first technique of access determination. 

[0043] Fig. 7C is a diagrammatic view of fields of a restriction group classification 
message and a restriction group ineligibility message are formatted as bitmaps, and showing 
a second technique of access determination.. 

[0044] Fig. 8 is a diagrammatic view showing certain basic example actions performed in 
2 5 connection with redefinition of an access group(s) and generation of a revised generic 
access group classification message in accordance with an example embodiment of the 
invention. 



10 
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[0045] Fig. 9 is a diagrammatic view showing certain basic example actions performed in 
connection with movement into another core network having a different definition of access 
group(s) in accordance with an example embodiment of the invention. 

[0046] Fig. 10 is a flowchart showing certain basic example steps performed by an access 
5 controller of a user equipment unit in analyzing access rights in accordance with an example 
mode of the present invention involving a change in core networks. 

DETAILED DESCRIPTION 

b [0047] In the following description, for purposes of explanation and not limitation, specific 

I details are set forth such as particular architectures, interfaces, techniques, etc. in order to 

iii 

H provide a thorough understanding of the present invention. However, it will be apparent to 

j% 

i\ those skilled in the art that the present invention may be practiced in other embodiments that 
3 depart from these specific details. In other instances, detailed descriptions of well-known 
" devices, circuits, and methods are omitted so as not to obscure the description of the present 
"I invention with unnecessary detail. Moreover, individual function blocks are shown in some 
| of the figures. Those skilled in the art will appreciate that the functions may be 
||f implemented using individual hardware circuits, using software functioning in conjunction 
y with a suitably programmed digital microprocessor or general purpose computer, using an 
application specific integrated circuit (ASIC), and/or using one or more digital signal 
processors (DSPs). 

2 0 [0048] The present invention is described in the non-limiting, example context of a 
universal mobile telecommunications (UMTS) 10 shown in Fig. 1. A representative, 
connection-oriented, external core network, shown as a cloud 12 may be for example the 
Public Switched Telephone Network (PSTN) and/or the Integrated Services Digital 
Network (ISDN). A representative, connectionless external core network shown as a 

2 5 cloud 14, may be for example the Internet. Both core networks are coupled to their 

corresponding service nodes 16. The PSTN/ISDN connection-oriented network 12 is 
connected to a connection-oriented service node shown as a Mobile Switching Center 
(MSC) node 18 that provides circuit-switched services. The Internet connectionless- 
oriented network 14 is connected to a General Packet Radio Service (GPRS) node 20 

3 0 tailored to provide packet-switched type services which is sometimes referred to as the 

serving GPRS service node (SGSN). 



[0049] Each of the core network service nodes 1 8 and 20 connects to one or more radio 
access networks (RANs) over an interface referred to as the Iu interface. In the illustrated 
example, the radio access network (RAN) is more specifically known as a UMTS 
Terrestrial Radio Access Network (UTRAN) 24. The UTRAN 24 includes one or more 
5 radio network controllers (RNCs) 26, only two such RNCs 26 u and 26 2 being shown by 
way of example in Fig. 1. Each radio network controller (RNC) 26 is connected to and 
controls one or more base stations (BS) 28. For example, and again for sake of simplicity, 
two base station nodes are shown connected to each radio network controller 26. In this 
regard, RNC 26! serves base station 28 M and base station 28 K2 , while RNC 26 2 serves base 
10 station 28 2 -i and base station 28 2 - 2 and RNC 26 3 serves base station 28 3 _i and base station 
K b 28 3 . 2 . Those skilled in the art will also appreciate that a base station is sometimes also 
n referred to in the art as a radio base station, a node B, or B-node. It will also be appreciated 
P that a different number of base stations can be served by each radio network controller, and 
n that radio network controllers need not serve the same number of base stations. Moreover, 
15 ^ although not necessarily illustrated in Fig. 1, a radio network controller can be connected 
b over an Iur interface to one or more other RNCs 

n 

p [0050] In the course of describing the present invention, it should be understood that the 
P| radio network controllers (RNC) 26 u and 26 2 may be operated as a shared network (e.g., 
these radio network controllers and the base stations controlled are shared by one or more 
2 0 operators [e.g., telephone service provider companies]). Alternatively, some of the network 
controllers (RNC) 26 may be shared, while others are not. As a further alternative, all of the 
radio network controllers (RNC) 26 u and 26 2 may be operated as an unshared network (e.g., 
only one operator owns both nodes). As such, the present invention applies to all kinds of 
handovers including the following: (1) handing over from a shared network node to the 

2 5 sharing operator's own RNC (e.g., handing over from a shared serving radio network 

controller (SRNC) to one of the operator's own drift radio network controllers (DRNC)); 
(2) handing over from the operator's own serving radio network controller (SRNC) node to 
a shared drift radio network controller (DRNC); (3) handing over from a shared serving 
radio network controller (SRNC) to a shared drift radio network controller (DRNC) (e.g., 

3 0 different operators sharing both RNCs); (4) handing over from an operator's own serving 

radio network controller (SRNC) to the operator's own drift radio network controller 
(DRNC). 

[0051] In the illustrated embodiments, for sake of simplicity each base station 28 is shown 
as serving one cell C. The cells C shown in Fig. 1 are provided with the same subscript as 
35 their corresponding base stations (BS) 28 . Each cell is represented by a circle which 



surrounds the respective base station. It will be appreciated by those skilled in the art, 
however, that a base station may serve for communicating across the air interface for more 
than one cell. For example, two cells may utilize resources situated at the same base station 
site. 

5 [0052] A user equipment unit (UE), such as user equipment unit (UE) 30 shown in Fig. 1, 
communicates with one or more cells or one or more base stations (BS) 28 over a radio or 
air interface 32. Each of the radio interface 32, the Iu interface, the Iub interface, and the 
Iur interface are shown by dash-dotted lines in Fig. 1 . For the particular user equipment 
unit (UE) 30 shown in Fig. 1, radio network controller (RNC) 26! currently fulfills the role 
10 p of the serving radio network controller (SRNC). Preferably, radio access is based upon 
E3 Wideband, Code Division Multiple Access (WCDMA) with individual radio channels 

tw 

pit allocated using CDMA spreading codes. Of course, other access methods may be 

P employed. WCDMA provides wide bandwidth for multimedia services and other high 

p! transmission rate demands as well as robust features like diversity handoff and RAKE 

15 f receivers to ensure high quality. 

til? 

rji 

Bi [0002] Fig. 2 shows selected general aspects of user equipment unit (UE) 30 and illustrative 

Pi J ~ 

p nodes such as radio network controller 26 and base station 28. The user equipment unit 
^ J (UE) 30 shown in Fig. 2 includes a data processing and control unit 31 for controlling 

various operations required by the user equipment unit (UE). The UE's data processing and 
2 0 control unit 31 provides control signals as well as data to a radio transceiver 33 connected to 

an antenna 35. 

[0003] The example radio network controller 26 and base station 28 as shown in Fig. 2 are 
radio network nodes that each include a corresponding data processing and control unit 36 
and 37, respectively, for performing numerous radio and data processing operations 

2 5 required to conduct communications between the RNC 26 and the user equipment units 

(UEs) 30. Part of the equipment controlled by the base station data processing and control 
unit 37 includes plural radio transceivers 38 connected to one or more antennas 39. 

[0053] One aspect of the present invention is that the user equipment unit (UE) 30 includes 
an access controller 100 which, with the aid of various messages herein described, makes a 

3 0 determination whether the user equipment unit (UE) 30 is eligible to operate in a certain 

cell. The determination of eligibility is necessary in a shared network context, as the user 
equipment unit (UE) 30 may or may not have rights in the cell, depending upon the 
configuration of the shared network. In the example implementation shown in Fig. 1 and 
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Fig. 2, the access controller 100 is included in the data processing and control unit 31 of 
user equipment unit (UE) 30, although it may be elsewhere situated in user equipment unit 
(UE) 30. Further, the access controller 100 includes, or at least works in conjunction with, 
an access classification memory 102 (see Fig. 2). 



5 [0054] As another aspect of the present invention, a core network includes a classification 
controller 1 10 which classifies a user equipment unit in at least one of plural access groups, 
and generates (for transmission to the user equipment unit through the radio access network) 
an access group classification message which advises the user equipment unit as to which 
one(s) of the plural access groups the user equipment unit belongs. In an example 
10 ^ implementation of the present invention, the classification controller 1 10 is situated in a 
q node of the core network. In this regard, and by way of example, Fig. 1 shows a 

B 11 classification controller 1 10 18 being situated in the Mobile Switching Center (MSC) node 18 

f\\\ 

p which pertains to circuit-switched services and a classification controller 1 10 2 o situated in 
P. the General Packet Radio Service (GPRS) node 20 which provides packet-switched type 
15 * services. For purposes of general (e.g., without node specificity) the classification 
»j controller is generally referenced herein as classification controller 110. Similarly, 

P reference to the core network (e.g., core network 16) can encompass any core network node 

m 

h\ such as nodes 18 and 20 previously described. 



[0055] Basic example steps or actions involved, e.g., in generation of the access group 
2 0 classification message are depicted in Fig. 3 A. In the illustrated embodiment, the access 
group classification message is generated in response to a request message issued from or 
on behalf of user equipment unit (UE) 30 toward the core network 16. Such request 
message is depicted generically as message 3-1 in Fig. 3 A, which finds the user equipment 
unit (UE) 30 in cell C M served by radio base station 28 M . In one particular implementation 

2 5 of the illustrated embodiment, the request message of action 3-1 is a location area update 

request towards the core network. Location area update requests and location area update 
procedures generally are described in 3 GPP TS 24.008. In performing its location area 
(LA) update procedure (represented by action 3-2 in Fig. 3A), the core network determines 
that an access group classification message should be generated, and accordingly (as action 

3 0 3-3) commissions or instructs classification controller 1 10 to prepare the access group 

classification message. It should be understood that the classification controller 1 10 may be 
a separate controller or server per se, or may be a set of instructions or logic which is 
executed by the same or related hardware that performs the location update procedure. 




[0056] As action 3-4, the classification controller 1 10 classifies the user equipment unit 
(UE) 30 in at least one of plural access groups. Such classification involves an analysis of 
the IMSI-PLMN of the user equipment unit (UE) 30. As explained previously, the term 
"IMSI-PLMN" means the PLMN which has been extracted from the IMSI of a user 
5 equipment unit. Upon analzying the IMSI-PLMN, the classification controller 110 
determines which access groups are defined or configured to include or encompass the 
IMSI-PLMN of the user equipment unit (UE) 30. The IMSI-PLMN of the user equipment 
unit (UE) 30 may qualify the user equipment unit (UE) 30 for membership or privileges 
with respect to one or more access groups. Examples of access groups, hereinafter 
10 described, are subscriber groups and restriction groups. 

U [0057] Upon determining (at action 3-4) the access groups for which the user equipment 
P unit (UE) 30 has membership or privileges, as action 3-5 the classification controller 110 
p prepares the access group classification message 300 (see Fig. 3A). The access group 
classification message 300 includes, e.g., an access group classification field 302. The 
15 p access group classification field 302 is a list or other indicia or definition of the access 

[;! groups to which the user equipment unit (UE) 30 belongs or otherwise has access privileges. 

w 

P Fig. 3A shows as action 3-6 the transmission of the access group classification message 300 
«; to user equipment unit (UE) 30. The access group classification message 300 is transmitted 
fill to the user equipment unit (UE) 30 from the base station 28 over the air interface 32. In the 
2 0 implementation in which the request message of action 3-1 is a location area update request 
message, the access group classification message 300 transmitted as action 3-6 can be in the 
form of a location area update accept message or a location area update reject message, 
whichever is appropriate. Upon receipt of the access group classification message 300, as 
action 3-7 shown in Fig. 3 A the access controller 100 of user equipment unit 30 stores the 

2 5 access group classification (obtained, e.g., from access group classification field 302) in 

access classification memory 102. 

[0058] Fig. 3B shows basic example steps or actions performed in conjunction with 
generation of the access group eligibility message which is an aspect of the present 
invention. At the particular time shown in Fig. 3B (which can be subsequent to the time of 

3 0 Fig. 3A), the user equipment unit (UE) 30 has entered a new cell (e.g., cell C U2 served by 

radio base station 28 1 . 2 ). The user equipment unit (UE) 30 is in the IDLE mode or in one of 
the following states of the CONNECTED mode: CELL_FACH state; CELL_PCH state; 
and URA_PCH state. The new cell is controlled by a radio network controller (RNC), e.g., 
radio network controller 26 u which (as action 3-8) has prepared an access group eligibility 
3 5 message for transmission or broadcast in the cell served by radio base station 28i. 2 - 



[0059] Action 3-9 of Fig. 3B represents transmission of the access group eligibility 
message 300-2. In one example implementation, the access group eligibility message is 
actually broadcast in a broadcast channel. Without regard to particular channel, Fig. 3B 
shows transmission of the access group eligibility message to user equipment unit (UE) 30 
5 as including a radio frequency transmission between radio base station 28^2 and the user 
equipment unit (UE) 30. As also shown in Fig. 3B, the access group eligibility message 
300-2 includes a field 312 which comprises a list or other indication of which access groups 
can (or, conversely, cannot) operate in a cell for which the access group eligibility message 
is transmitted. 

10 p [0060] The location area (LA) in which the cell (e.g., cell C u2 in the current example) is 
|j included is transmitted or broadcast to the user equipment units served by the cell. As one 
Ui aspect of the present invention, a location area (LA) identifier(s) for the location area(s) to 
p( which the cell belongs is included in the access group eligibility message. In this regard, 

fc:I r 

H Fig. 3B shows a location area (LA) identifier field 314 which is included in the access group 
15 p eligibility message. It should be understood, however, that the present invention is not 
W limited by transmission of both location area (LA) identifier field 314 and access group 
|[| eligibility field 312 in the same message, or (for that matter) the particular format of the 
access group eligibility message or any other message (e.g., access group classification 

Hi 

message) described herein. 

2 0 [0061] Various example steps performed by access controller 100 of user equipment unit 
(UE) 30 upon receipt of the access group eligibility message are illustrated in Fig. 4. As 
step 4-1, the access controller 100 of user equipment unit (UE) 30 determines whether the 
user equipment unit (UE) 30 has moved into a cell which belongs to a new location area 
(e.g., a new location area relative to the location area of the cell from whence the user 

2 5 equipment unit (UE) 30 just came). If the new cell does not involve a new location area, the 

user equipment unit essentially continues its operation without need to re-examine the issue 
of access rights (as depicted by symbol 4-2 in Fig. 4). On the other hand, if the cell is part 
of a new location area, the remaining steps of Fig. 4 are performed. 

[0062] In performing its analysis of access rights, as step 4-3 the access controller 100 

3 0 obtains the contents of the access group eligibility field 312 from the access group 

eligibility message. Also, as step 4-4 (which can occur prior, after, or essentially 
simultaneously with step 4-3), the access controller 100 obtains the access group 
classification information as currently stored in access classification memory 102. 



[0063] At this point, the access controller 100 of user equipment unit (UE) 30 is in a 
position to make its own determination whether user equipment unit (UE) 30 has access 
rights with respect to the new cell (with its new location area) into which user equipment 
unit (UE) 30 has ventured. Such determination is represented both by step 4-5 in Fig. 4 and 
5 action 3-10 in Fig. 3B, and involves the access controller 100 comparing the contents of the 
access group eligibility message (e.g., the contents of access group eligibility field 312) 
with the access group classification for the user equipment unit (UE) 30 as currently stored 
in access classification memory 102. 

[0064] If, in the course of the determination of step 4-5 (e.g., action 3-10) the access group 
10 hi- eligibility field 312 indicates that the access group to which the user equipment unit (UE) 30 
p belongs or is affiliated is not entitled to use of the cell, then user equipment unit (UE) 30 
|: must look for another cell in which to operate, as depicted by step 4-6 in Fig. 4. 

M 

p [0065] On the other hand, should it be determined at step 4-5 (e.g., action 3-10) that the 
f user equipment unit is permitted in the new location area, the remaining steps of Fig. 4 are 
15 [jj] performed. If the user equipment unit is in its IDLE mode (determined at step 4-7), as step 
P 4-8 the user equipment unit performs a location area (LA) update procedure. However, if 
S{ the user equipment unit is in either the CELL_FACH state; the CELL^PCH state; or the 

Cllf 

W URA_PCH state of its CONNECTED mode, then (as step 4-9) the user equipment unit 
performs either a cell update or a URA update procedure. Cell update requests and cell 
2 0 update procedures, as well as URA update requests and URA update procedures, are 
generally described in 3 GPP TS 25.331 RRC Protocol Specifications. 

[0066] Thus, as illustrated by way of example in Fig. 3B and Fig. 4, upon entering a new 
cell which involves a transition to a new location area, the user equipment unit checks the 
access group eligibility message transmitted for the new cell in order to compare the stored 
2 5 access group classification with contents of the access group eligibility message to 

determine whether the user equipment unit is allowed access to the new cell. By contrast, 
upon entering a new cell which does not involve a transition to a new location area, the user 
equipment unit need not check the access group eligibility message to determine whether 
the user equipment unit is allowed access to the new cell. 
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[0067] If there is no access eligibility message being broadcasted in a cell, then the user 
equipment unit is able to access the cell just as if an eligibility message permitting acceis 
had been broadcasted. 



[0068] Both the access group classification message and the access group eligibility 
message can take various forms. For example, in one example implementation illustrated in 
Fig. 5A and Fig. 5B, the access group can be a subscriber group. In such implementation, 
the access group classification message becomes a subscriber group classification message 
5 500-1 which advises (in field 502) into which subscriber group the user equipment unit 
(UE) 30 is classified. Concomitantly, the access group eligibility message becomes a 
subscriber group eligibility message 500-2 which indicates (in field 512) what subscriber 
groups are eligible to operate in the cell for which the subscriber group eligibility message 
is transmitted. Suffixed actions in Fig. 5 A and Fig. 5B which are like those of Fig. 3A and 
10 Fig. 3B depict similar steps understood in light of the foregoing elucidation of the access 



m group (subscriber group 1 [SGI]) may comprise IMSI-PLMN X, IMSI-PLMN Y, and 
IMSI-PLMN Z; a second subscriber group (subscriber group 2 [SG2]) may comprise IMSI- 
2 0 PLMN B; a third subscriber group (subscriber group 3 [SG3]) may comprise IMSI-PLMN 
A and IMSI-PLMN D; and so forth. 

[0070] In a shared network context, this subscriber group grouping can reflect different 
operators, and their roaming agreements. For example, with reference to subscriber group 1 
[SGI], the specific IMSI-PLMNs above mentioned may belong to the Vodafone Network. 

2 5 For the second subscriber group 2 [SG2], the specific IMSI-PLMNs above mentioned may 

belong to an operator(s) that has a roaming agreement with the Vodafone Network. For the 
third subscriber group 3 [SG3], the specific IMSI-PLMNs above mentioned may belong to 
the Orange Network. 

[0071] In another example implementation illustrated in Fig. 6 A and Fig. 6B, the access 

3 0 group can be a restriction group. In such implementation, the access group classification 

message becomes a restriction group classification message 600 which advises (in field 
602) into which restriction group(s) the user equipment unit (UE) 30 is classified. 
Concomitantly, the access group eligibility message becomes a restriction group 
ineligibility message 600-2 which indicates (in field 612) what restriction groups are not 




group being a subscriber group. 



[0069] As indicated previously, the subscriber groups and their compositions can be pre- 
agreed among operators, so that (for example) each operator knows which subscriber can be 
included in a particular subscriber group. For example, a first subscriber group (SG) could 
comprise all subscribers of a first operator, and all subscribers that have roaming 
agreements with that operator. Operators, and thus a subscriber group can be defined or 
expressed, for example, as one or more IMSI-PLMNs. For example, a first subscriber 



0 

in 



eligible to operate in the cell for which the restriction group ineligibility message is 
transmitted. So, if a certain user equipment unit (UE) is a member of one particular 
restriction group, and that restriction group is designated as restricted in the restriction 
group ineligibility message 600-2, the user equipment unit (UE) is not allowed access. 
However, if at the same time that certain user equipment unit (UE) is also a member of 
another restriction group which is not prohibited by the restriction group ineligibility 
message 600-2, the user equipment unit (UE) is allowed access in the cell. 

[0072] Thus, to have access to a cell, for subscription groups you must be a member of at 
least one subscription group that is allowed access to that cell. For restriction groups, on the 
other hand, the user equipment unit (UE) must be a member of at least one restriction group 
that is not restricted from the cell. 

[0073] For restriction groups, suffixed actions in Fig. 6A and Fig. 6B which are like those 
of Fig. 3A and Fig. 3B depict similar steps understood in light of the foregoing elucidation 
of the access group being a restriction group. 

[0074] The messages described herein, and the fields of those messages, can have various 
formats. In some example implementation, the access/subscriber/restriction group 
classification fields of the respective classification messages issued by the core network, 
and the access/subscriber/restriction group eligibility fields of the respective messages 
issued by the radio access network, are bitmapped fields. 

[0075] As an example of the foregoing, Fig. 7A illustrates as a top or first bitmap which 
comprises the subscriber group eligibility field 512 of the subscriber group eligibility 
message 500-2 of Fig. 5B, which is a specific example of the more generic access group 
eligibility message 300-2 of Fig. 3B. The bitmap of subscriber group eligibility field 512 
has sixteen bit positions 515! - 515 16 , corresponding to each of sixteen different subscriber 
groups. In addition, Fig. 7 A illustrates as a second bitmap contents of a subscriber group 
classification field 502 of the subscriber group classification message 500-1 of Fig. 5 A, 
which is a specific example of the more generic access group eligibility message 300-1 of 
Fig. 3A. The bitmap of the subscriber group classification field 502 also has sixteen bit 
positions, corresponding to the sixteen bit positions 515j - 515 16 of the subscriber group 
eligibility field 512 and accordingly aligned therewith in Fig. 7A. In this embodiment, the 
bitmap of the subscriber group classification field 502 is essentially stored in the access 
classification memory 102 for use in the manner described below. 



[0076] As action 5-10 of Fig. 5 A (which is a specific case of the generic action 3-10 of 
Fig. 3 A) and step 4-6 of Fig. 4, the access controller 100 of user equipment unit (UE) 30 
performs a logical AND operation between the respective bit positions of the bitmap of 
subscriber group eligibility field 512 (which indicates the subscriber groups allowed in the 
5 celi) and the bitmap of the subscriber group classification field 502 (which indicates the 
subscriber group(s) to which the user equipment unit (UE) 30 belongs or is affiliated). The 
result of the logical AND operation on a bit position basis is shown in the last line of Fig. 
7A. 

[0077] If the result of the logical AND operation equals zero, the user equipment unit (UE) 
10 h- 30 is not allowed in that cell (in which case the user equipment unit (UE) 30 must look for 

kit- 

EJ another cell [see step 4-7]). On the other hand, if the result of the logical AND operation is 
Si one (e.g., not zero) for at least one bit position, the user equipment unit (UE) 30 is allowed 
P in the cell. In other words, if the result of a logical OR of all the bits of the last line of Fig. 
K 7 A equals 1, then the user equipment unit (UE) is allowed access. If the result of a logical 
15 1 OR of all the bits of the last line of Fig. 7 A equals 0, then the user equipment unit (UE) is 
pjjj not allowed access. In view of the fact that the second bit position of the last line of Fig. 7 A 
K.f is one, it can be concluded that the particular user equipment unit (UE) is allowed in the 
□ cell. 

m 

[0078] As another example of the foregoing, Fig. 7B illustrates as a top or first bitmap 
2 0 which comprises the restriction group ineligibility field 612 of the restriction group 

ineligibility message 600-2 of Fig. 6B, which is a specific example of the more generic 
access group eligibility message 300-2 of Fig. 3B. As in the previous example, the bitmap 
of restriction group ineligibility field 612 has sixteen bit positions 615! - 615 16 , 
corresponding to each of sixteen different restriction groups. In view of the fact that 

2 5 restriction groups are at issue, an inverse of the bitmap of the first line of Fig. 7B is 

performed and appears as the second line of Fig. 7B. Fig. 7B illustrates as its third line a 
bitmap reflecting contents of a restriction group classification field 602 of the restriction 
group classification message 600-1 of Fig. 6A, which is a specific example of the more 
generic access group eligibility message 300-1 of Fig. 3 A. The bitmap of the restriction 

3 0 group classification field 602 also has sixteen bit positions, corresponding to the sixteen bit 

positions 615! - 615 16 of the restriction group ineligibility field 512 and accordingly aligned 
therewith in Fig. 7B. In this embodiment, the bitmap of the restriction group classification 
field 602 is essentially stored in the access classification memory 102 for use in the manner 
described below. In the particular situation shown in Fig. 7B, the user equipment unit (UE) 
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is a member of restriction groups corresponding to the second and ninth bits of the bitmap 
of the restriction group classification field 602. 



[0079] As action 6-10 of Fig. 6 A (which is a specific case of the generic action 3-10 of 
Fig. 3 A) and step 4-6 of Fig. 4, the access controller 100 of user equipment unit (UE) 30 
5 performs a logical AND operation between the respective bit positions of the inverse of the 
bitmap of restriction group ineligibility field 612 (the second line of Fig. 7B) and the bitmap 
of the restriction group classification field 602 ( the third line of Fig. 7B, which indicates 
the restriction group(s) to which the user equipment unit (UE) 30 belongs or is affiliated). 
The result of the logical AND operation on a bit position basis is shown in the last line of 
10 p Fig. 7B. If the result of the logical AND is one for any restriction group to which the user 

Ens. 
:;| equipment unit (UE) belongs, the user equipment unit (UE) is permitted in the cell. Thus, 

p(i with reference to Fig. 7B, the user equipment unit (UE) would not be permitted in the cell 

p by virtue of membership in the restriction group corresponding to the second bit of the 

H- bitmap of the restriction group classification field 602, since the result of the logical AND 

15 L for that bit is zero. On the other hand, the user equipment unit (UE) is permitted in the cell 

Rj on the basis of its membership in the restriction group corresponding to the ninth bit 

m position of the bitmap of the restriction group classification field 602, since the result of the 



P logical AND for that bit is one. 

[0080] If the result of the logical AND operation does not equal one for any bit position, 
2 0 the user equipment unit (UE) 30 is not allowed in that cell (in which case the user 

equipment unit (UE) 30 must look for another cell [see step 4-7]). On the other hand, if the 
result of the logical AND operation for any bit position is equal to one, the user equipment 
unit (UE) 30 is allowed in the cell. 



[0081] A preparatory, precautionary step can be added to the approach of Fig. 7B to 

2 5 preclude an inappropriate determination in the event that no restriction groups are 

disallowed in the cell and/or the user equipment unit (UE) is not a member of any restriction 
group. In such case, the first line of Fig. 7B would be all zeros (e.g., no restriction groups 
are not allowed). The precaution includes performing a logical OR operation with the bit 
positions of the restriction group ineligibility field 612 prior to taking its inverse. If the 

3 0 result of the logical OR operation is zero, then the user equipment unit (UE) is allowed 

access to the cell regardless. Additionally or alternatively, a precautionary step can be taken 
by referencing the restriction group classification field 602 to ascertain whether the user 
equipment unit (UE) is not a member of any restriction group. If the equipment unit (UE) is 



not a member of any restriction group, then the user equipment unit (UE) should be allowed 
in the cell. 

[0082] Another way of conceptualizing or calculating the situation of Fig. 7B is shown in 
Fig. 7C. Fig. 7 has the same restriction group ineligibility field 612 as Fig. 7B. But as a 
5 first step in the Fig. 7C approach, the restriction group classification field 602 is compressed 
so that a compressed field/bitmap is formed (shown as the third line of Fig. 7C). The 
compressed restriction group classification field has only the bit positions of the restriction 
group classification field 602 which have a non-zero value, e.g., has only the bit positions 
which indicate to which restriction groups the user equipment unit (UE) does belong. In the 
10 p particular situation shown in Fig. 7C, only the second and ninth bit positions of the 

P restriction group classification field 602 are extracted to produce the compressed bitmap of 

fill 

p the third line of Fig. 7C. 

ft 
m 

[0083] In correlative manner, the bitmap of the restriction group ineligibility field 612 of 
* the first line of Fig. 7C is likewise compressed (as shown in the second line of Fig. 7C) to 
1 5 [|j include only the bit positions thereof which correspond to those extracted to produced the 
5 third line of Fig. 7C (e.g., corresponding to the bit positions of the restriction group 
fi classification field 602 which have a value of one). In the particular situation shown in Fig. 
• - 1 7C, only the second and ninth bit positions of the restriction group ineligibility field 612 are 
extracted to produce the compressed bitmap of the second line of Fig. 7C. A logical AND 
2 0 operation is performed between the corresponding bit positions of the second and third lines 
of Fig. 7C, resulting in the fifth line of Fig. 7C. The result of this first logical AND is 1, 0, 
0 for the respective three bit positions. As a last step of the Fig. 7C approach, the bit 
positions of the fifth line of Fig. 7C are ANDED together as a second logical AND 
operation. If the result of this second logical AND is zero, then the user equipment unit 

2 5 (UE) is allowed access to the cell. If the result of this second logical AND is one, then the 

user equipment unit (UE) is not allowed access to the cell. 

[0084] *Thus, in one example generic implementation of the invention the access group 
eligibility message includes a first bitmap which indicates eligibility for the plural access 
groups; while the access group classification message includes a second bitmap which 

3 0 advises the user equipment unit as to which of the plural access groups the user equipment 

unit belongs. The user equipment unit performs a logical operation with respect to the first 
bitmap and the second bitmap to determine whether the user equipment unit is allowed 
access to the cell for which the access group eligibility message is transmitted. In the first 
example specific implementation (Fig. 7A) the first bitmap indicates which of plural 
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subscriber groups are eligible and the second bitmap indicates to which one(s) of plural 
subscriber groups the user equipment unit belongs. In a second example specific 
implementation (Fig. 7B) the first bitmap indicates which of plural restriction groups are 
ineligible and the second bitmap indicates to which one(s) of plural restriction groups the 
5 user equipment unit belongs. In both example specific implementations, the user equipment 
unit performs a logical AND operation between corresponding bit positions of the first 
bitmap and the second bitmap. 

[0085] In one of its aspects, the present invention also accommodates changes of access 
group classification by a core network. To cater to this capability, the access group 
10 M classification message includes the access group classification and (optionally) a version 

q field associated with the access group classification. 

S 

p [0086] One example scenario accommodating for changes of access group classification 
P by a core network is illustrated in Fig. 8. Fig. 8 resembles Fig. 3A in many respects, but 
e occurs subsequent to the time shown in Fig. 3A. At the time shown at which the action of 
15 |p Fig. 8 commences, the user equipment unit (UE) 30 has already. stored a group access 
P classification in memory 102. The access group classification message from which that 

group access classification was extracted included a version number field 806. It is 
Fill assumed that the revision number field 806 included in the access group classification 
message which conveyed the currently stored group access classification had a version 
2 0 number of "1". 

[0087] As the action in Fig. 8 begins, at the core network one or more access groups are 
redefined. Such can occur, for example, by an operator changing the configuration of the 
subscriber (or restriction) groups, by for example adding or removing an IMSI-PLMN 
to/from one or more of the subscriber (restriction) groups. At some time after the 

2 5 redefinition of access group(s), the user equipment unit (UE) 30 performs another location 

update, as indicated by action 8-1, perhaps in connection with movement into a cell served 
by base station 2% x _ 2 . In conjunction with the location update procedure 8-2, the 
classification controller 1 10 is invoked. The redefinition or change of access group 
configuration represented by action 8-0 causes (at action 8-5) an updated access group 

3 0 classification to occur (action 8-4), with the result that an updated access group 

classification message 800-1 is generated (action 8-5), and then transmitted as action 8-6. 

[0088]- In view of the redefinition, the version information is updated in the access group 
classification message 800-1, e.g., by the version number field 806 now bearing a previous 
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version number (e.g., "2") than previously (the previous value was "1"). Thus, as one non- 
limiting example, the version number can be, for example, a sequentially incremented 
number (incremented for each change to the configuration/redefinition). 

[0089] Upon receipt of the access group classification message 800-1 transmitted as action 
5 8-6, as action 8-6A the classification controller 1 10 of user equipment unit (UE) 30 

compares the version number extracted from field 806 of the access group classification 
message 800-1 just received with the version number of the group access classification 
information currently stored in access classification memory 102. If the two version 
numbers are different, as action 8-7 the classification controller 110 replaces the group 
10 n access classification information currently stored in access classification memory 102 with 

0 the group access classification information in the field 802 of the access group classification 

(ft 

pi* message 800-1 just received (in transmission action 8-6). 

P 
P 

p s [0090] It will be understood that the foregoing example of generic embodiment of Fig. 8 
* can be adapted for compatibility with others of the more specific embodiments previously 
1 5 fill described. For example, when a user equipment unit receives the subscriber (restriction) 
|{ group information from the core network in the location area update accept or location area 
P update reject messages, it also receives the version number. It stores this number along with 
the subscriber group information. If the version number received is different from the 
currently stored information at subsequent location area update accept or location area reject 
2 0 messages, then the user equipment unit knows that the subscriber group definition has 
changed, and can store the new subscriber group information, otherwise if the version 
number is the same as the stored version number, then the user equipment unit does not 
have to store the most recently received subscriber group information, and continues using 
the stored information in the bit-map tests. 

2 5 [0091] In another of its aspects, the present invention accommodates movement of a user 

equipment unit into a cell of another core network which has a different access group 
classification than the core node (the "previous core network") which provided the user 
equipment unit with the user equipment unit's currently stored access group classification. 
Here again the access group classification message includes both the access group 

3 0 classification and (optionally) a version field associated with the access group classification. 

[0092] One example scenario accommodating for a different access group classification 
upon entering a new core network is illustrated in Fig. 9. In similar manner with the 
foregoing, Fig. 9 resembles Fig. 3B in many respects, but shows that the user equipment 



unit (UE) 30 has just entered a cell served by radio base station 28 2 -i- Importantly, in the 
situation shown in Fig. 9, the radio base station 28 2 _i is controlled by radio network 
controller 26 2 , with radio network controller 26 2 being connected to a new core network 16 2 
(the user equipment unit (UE) 30 having just left a cell [served by radio base station 28^] 
5 which was involved with old core network 160. 

[0093] It is assumed in Fig. 9 that the user equipment unit (UE) 30 has already stored a 
group access classification in memory 102, and in particular a group access classification 
which was obtained from old core network 16j. It is further assumed that the revision 
number field included in the access group classification message which conveyed the 
10 currently stored group access classification (from old core network 160 had a version 
P »; number of "1". Moreover, it is assumed that the new core network 16 2 has a different 
W* definition of one or more of the access group(s), and that version number "3" is associated 
h with the new core network's definition of the access group(s). 

n 
fa 

, [0094] In the Fig. 9 scenario, the user equipment unit (UE) 30 entering a new cell 
15 associated with a second core network 16 2 is in the IDLE mode or in one of the following 
FJ states of the CONNECTED mode: CELL_FACH state; CELL.PCH state; and URA_PCH 
&° state. The new cell is controlled by a radio network controller (RNC), e.g., radio network 
jjj controller 26 u which (as action 9-8) has prepared an access group eligibility message 900-2 
for transmission or broadcast in the cell served by radio base station 28i_ 2 . The access group 
2 0 eligibility message includes, in its version field 916, the version number "3" associated with 
the new core network's definition of the access group(s). Of course, the access group 
eligibility message 900-2 includes a field 912 which comprises a list or other indication of 
which access groups can (or, conversely, cannot) operate in a cell for which the access 
group eligibility message is transmitted. In addition, the location area (LA) in which the 

2 5 cell (e.g., cell C 2 .\ in the current example) is included in location area (LA) identifier field 

914 which is included in the access group eligibility message. 

[0095] Action 9-9 of Fig. 3B represents transmission (e.g., broadcast) of the access group 
eligibility message 900-2. In like manner with Fig. 4, Fig. 10 shows various example steps 
performed by access controller 100 of user equipment unit (UE) 30 upon receipt of the 

3 0 access group eligibility message 900-2. As step 10-1, the access controller 100 of user 

equipment unit (UE) 30 determines whether the user equipment unit (UE) 30 has moved 
into a cell which belongs to a new location area (e.g., a new location area relative to the 
location area of the cell from whence the user equipment unit (UE) 30 just came). If the 
new cell does not involve a new location area, the user equipment unit essentially continues 



its operation without need to re-examine the issue of access rights (as depicted by symbol 
10-2 in Fig. 10). On the other hand, if the cell is part of a new location area, the remaining 
steps of Fig. 9 are performed. 

[0096] As step 10-1A, the access controller 100 obtains the version number from field 916 
5 of the access group eligibility message 900-2 and the version number for the access group 
classification information currently stored by access classification memory 102. Then, as 
reflected by step 10- IB in Fig. 9 and action 9-9 A in Fig. 9, the access controller 100 
compares the version number acquired from field 916 of the access group eligibility 
message and the version number of the access group classification information currently 
10 p stored by access classification memory 102. 

Z'.li 
Pli 

p(i [0097] If the comparison of step 10- IB and action 9-9 A determines that the version 
pjj numbers are the same, the access controller 100 proceeds as step 10-3 to make its own 
p<* determination whether user equipment unit (UE) 30 has access rights with respect to the 
L new cell (in the new core network 16 2 ) into which user equipment unit (UE) 30 has 
15 fill ventured. Such determination is represented both by step 10-5 in Fig. 10 and action 9-10 in 
hi Fig. 9, and involves the access controller 100 comparing the contents of the access group 
P eligibility message (e.g., the contents of access group eligibility field 912) with the access 
• * s group classification for the user equipment unit (UE) 30 as currently stored in access 
classification memory 102. 



2 0 [0098] If, in the course of the determination of step 10-5 (e.g., action 9-10) the access 

group eligibility field 912 indicates that the access group to which the user equipment unit 
(UE) 30 belongs or is affiliated is not entitled to use of the cell, then user equipment unit 
(UE) 30 must look for another cell in which to operate, as depicted by step 10-6 in Fig. 10. 
On the other hand, should it be determined at step 10-5 (e.g., action 9-10) that the user 

2 5 equipment unit is permitted in the new location area, the remaining steps of Fig. 10 are 

performed. These remaining steps, similar to like suffixed steps in Fig. 4, involve the user 
equipment unit (UE) 30 either performing a location area (LA) update procedure (step 10-9) 
or either a cell update or a URA update procedure (step 10-8), depending on the mode of the 
user equipment unit (UE) 30. 

3 0 [0099] If the comparison of step 10- IB and action 9-9 A determines that the version 

numbers are not the same, then different actions/steps are performed in accordance with 
whether the user equipment unit (UE) 30 is in the IDLE mode or the CONNECTED mode 



(as discerned as step 10-1C in Fig. 10). Both of these different actions/steps involve some 
type of update procedure, and are collectively represented by action 9-9B of Fig. 9. 

[00100] If the user equipment unit (UE) 30 is ascertained at step 10-1C to be in the IDLE 
mode, as indicated by STEP 10- ID the user equipment unit will do a location update in the 
5 new location area in the new core network 16 2 anyway (encompassed by action 9-9B in Fig. 
9). As a result of the location update in the new location area in the new core network 16 2 , 
the user equipment unit (UE) 30 will receive the new subscriber group definition and new 
version number from the new core network, it will store this information in access 
classification memory 102 and continue in the manner previously described with reference 

L : 

10 m to Fig. 3 A and Fig. 3B. 

till 
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|{ [00101] On the other hand, if the user equipment unit (UE) 30 is ascertained at step 10-1C 

P to be in the CONNECTED mode, the user equipment unit will read the new version 

P 

P information from the broadcast channel, realize that it's stored version of the subscriber 
* group may no longer be valid, and rather than perform the bitmap check, will perform cell 
15 fill update or URA update in the new cell anyway (as indicated by STEP 10- IE and 

B encompassed by action 9-9B in Fig. 9). As the UTRAN will also do a double check of the 

■ *! 2 
fc ** •* 

P cell update and UTRAN update, based on subscriber/restriction groups in defined in the cell 

hi * 

■ ! * and the subscriber/restriction groups defined per user equipment unit, the user equipment 
unit will be either accepted or rejected. If rejected, the user equipment unit will go into 
2 0 IDLE mode, and perform a new location update, where it will again receive the new 
subscriber/restriction group information from the new core network, it can then decide 
which cell to enter with a location area update. 

[00102] Thus, the version number can be different between different core networks where 
those operators have a different meaning to subscriber groups, and the same where those 

2 5 operators have the same definition of subscriber group (i.e., it can be coordinated as such by 

the co-operating operators). The version number may also be broadcast in all cells in the 
system, along with the subscriber groups allowed in a cell. When moving between cells 
controlled by different core networks, if the broadcast version number is the same, then the 
user equipment unit takes no action. 

3 0 [00103] In view of their optional nature with certain example embodiments of the invention, 

version number fields are shown in broken lines in the various access group classification 
messages and the various access group eligibility messages illustrated herein. For example, 
in Fig. 3 A and Fig. 3B, respectively, access group classification message 300-1 has a 
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version number field 306 and access group eligibility message 300-2 has a version number 
field 316. Similarly, in Fig. 5 A and Fig. 5B, respectively, subscriber group classification 
message 500-1 has a version number field 506 and subscriber group eligibility message 
500-2 has a version number field 516. Further, in Fig. 6A and Fig. 6B, respectively, 
5 restriction group classification message 600-1 has a version number field 606 and restriction 
group eligibility message 600-2 has a version number field 616. 

[00104] The foregoing embodiments including version number are typically subject to two 
considerations. The first is that the subscriber (or restriction) groups allowed must be the 
same for all cells in a location area. The second is that a URA is only allowed to overlap 
10 £j between location areas, when the subscriber groups (ore restriction groups) allowed in the 
p cells in the different location areas are the same. Effectively, this means subscriber groups 

fl allowed must be the same for all cells in a URA. 

PI J 

C) 



[00105] As one result of various embodiments of the present invention, advantageously, the 
signaling between UTRAN and the user equipment unit is greatly reduced. The signaling 
15 jjj between the user equipment unit and the core network is also reduced (the user equipment 

P unit will not enter forbidden location areas unnecessarily). Moreover, RRC connections are 

m 

p not dropped unnecessarily. Further, the IDLE mode and CONNECTED mode solutions are 

W aligned. 



[00106] While the invention has been described in connection with what is presently 
2 0 considered to be the most practical and preferred embodiment, it is to be understood that the 
invention is not to be limited to the disclosed embodiment, but on the contrary, is intended 
to cover various modifications and equivalent arrangements included within the spirit and 
scope of the appended claims. 



